(=RN=l=Rl-l=R R =R =R =R

1Toglljoioiooln

(=1a

[=]=]

ioyo

1o1o0)0000

LR =R ]

t%):@“ 1oioino1o
L J
L J
LIS
L
L J
®
@

eAr A8 00
1 ") N
RN

i 0/ 00

{~ =» %00

9000000000 o

Business Continuity Computing System Inc.

B € € § 2FHEIB i A i)

.e00 00
_—
“e,000
0000 ),
vev oo
0609000 0
e(r000 1w i -
secc0e 1700000000000000000000
s00boo0e 01000 , ““% 0000000

o OO RNCHRREY

1aio

11011101011
:

R =R
L4

DAY _Jee W
200 000000 """
; 7208 ==
o . e00se

0 (]

IR =R =]
)
T

o

..1h%\|\o|c|\
L
L J
S 11
h<lnd
L J
oilc
100 1o1a
o

L]
L
L ]
®
L
-
a1

J



TN

. L BFERS (TIKTOK.IG.FB...5) B E&
) E2L T8 B 48 R

. FENE - BRI EE
. AR BEHS =

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.



RIFIRSREN

fEMEEy | teal
‘e FEcEsoBFT2M

HIEE

AT

R TR B AL

AR Bl

g | & X BX
£F | EE X BAX
wraEy | BTHH @
T @~
Ul B TARGReN S ) @ Only me & admin
WA WIS

L Logged in users

1
Fax | Fax L @ Public

t=thumbnail#




N (_ '

. 2022 %M

__Emmu_.m

o<

Rani
IR
oNMEIH
4.____H L: [y

OINE
T - s
- [Eh
syl
SCHEHI -
iR S
i AR
SR IGN

\\ |P
R N

TEROR
S - K
AT Es
e

HE
= iy
B
%‘HVILUEAEVA
Wk w@mﬂuﬁvﬂm
}
‘ C+$_W\}LA¢ze
gEoE”
B - 1o
< & N
NHHSEHR S
YR -
- EmE o
SORHE AW
AN
NI H- 155 S

R | B S

E R Ehttps://mww.businesswire.com/news/home/20220510005568/en/SpyCloud-Report-Fortune-

1000-Employees-Pose-Elevated-Cyber-Risk-to-Companies

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.

BCCS



BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.



) -

R f

ARAZER ~ mEF
I - FEAL - IER

T~ B

A

ANZER -
BEZEFR 7 BlE tapla

I

BCCS

Business

Copyright © 2014

= /H

 IRENBEY) Tii

- BIRB 7 EHR—AwR - E‘i

XK B BE - RE
SR~ RS -~ JUSERIR - BT T0 Eﬁ
BiEn ~ L8R E) - KREMIS LI EEEE 7 T 68 Rl % E

=BE MRERSER - FTEN

=1

IRIRB RN S EEE

Continuity Computing System Inc. All Rights Reserved.

:/"2

=

Source : AAERREIA-FBARE R B

6


https://law.moj.gov.tw/LawClass/LawAll.aspx?PCode=I0050021

Q.

EEERRERES

BEMERSIERIVEEZR -

0] g B 1R 1@ £ /) AR

ﬂETE&t/\ THRE

E/\Z)\ N

- H

NP
JIESE

31 CEMER

AT 5E 2 75 — R {E L -

YA

R 3 0 £ /)\BF

BCCS

Copyright © 2014 Business Continu

ity Computing System Inc. All Rights Reserve

d.

L(E.g. Mk

SN ZRE AN

BF I

o UG Bl B HEAE

T #e th 1R

)

TR

EjEEE.“:



) -

- BIREFAHYTE—FR
#151% - £ Goog e $T
ZFE _’\% E‘“ﬁ’ﬁ%%ﬁt
K= 11ﬂE’JHME$H
instagram - L il
fpyEEE - £H -~ X5
#ﬂ ARE ~ BERESE

- ER2EIR A g
E’M_:th

BCCS 8

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.


https://www.netflix.com/tw/title/80211991

TEAZENERRER] (=AM

RRE) &R

A

A

NPy EESPb

NG ETS

FMERN ([}

5% ’ |:|2|:|-|_

o (M=

3,0001258cHYS ufE 2
ﬂﬁmeBJEEE’J ReOK1E

BRI LT —
&R -

BCCS

Fﬁ%&ﬁ’ﬂ

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.



https://www.netflix.com/tw/title/81518991

BWED NRZENERINE
afl - BAHELESMEERMAY
IRITIRSEZAS - RAIEMAVEL -

ANSPEAD BOSH-9

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.



\ 4
“'A — - el | y 4 - . —

4

ﬂilli:ﬁﬂﬁ‘ﬂ%

- R B R P RAY)
4 > Pl O 04471607

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.


https://youtu.be/twJiemqWtD0

(=R R=icRicl=R =R E=RN=1cRia]
ioyo

LR =R ]

:L%)=C¥361|D'QIDD|D

(E=R =Rl =lal=]a]

olooilioioloolo

ane

[=1=T=R

070 0000000
00000
. 000

Business Continuity Computing System Inc.

B € € § E2FEIBn A v

-00)0 oy
e0000bmy . "0
00 (0 )\ 0]

RV o0

1IiDiIliIDiIon

(=RIRIRE=RE -

11

0 - ' |
1 B - 000
" --30000

1
oloolo

an

1000000000000

i s 1000000000000
. 0« " 5 — 00000
[ ] 0000 0090 00 = ~ L ] 0000000 [}
[ ] 00000 00 0w ] 000000000 o0
[ ] 00000 000 | (5 ] 000000000000
[ ] (X ] o0 o0 0 0 000000
[} " I 000 o0 [ ] [}
[ ] vewi 000000 0 09 voo
([ ] 00000000000

(trews, 0000O

"Ce0LO0Q0O
000 000 - "2200000
0 1400 100000

{ 0000000
fceadvenoooe



. RN R DA - T PIAS
0 5 2B R A R N R A 1B - 44

D HIKFIRYE

- EIRABEERMALZE - 288/ P B —

=2

7= Lo E R

« Z7EBECHE

T

BCCS

EsaftA -

EWREREME - WHISE

HEE AZ -
MR - I

NRTERE

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.

O EaAYTZE]

13



LR EBZ(TIKTOK.IG.FB... &) HE&
) E2L T8 5 48 R

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.

14



TR Lo EMEER - DI EM N ERNEER A P
ﬁﬁﬁ@é;%@%Ammﬂ BABELFRBEARE

= Eanie LB EMRARME 7

EARFNREERENIEMLERAR

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.



TikTok B =[RS

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.



https://youtu.be/8ZmIsa6PS-o

-

Y11 Instagram IESEIRE R EAR - BHIREEEEHH
GA BRSNS ?

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Res

erved.


https://help.instagram.com/448523408565555/?helpref=uf_share

{oi=iZHEESN B R 2RI Facebook i)] H—:#I?LJ:EWEE’JEES‘C ?

N{o]#m%E Facebook THHRYEFAGRTE ?

N {oj#m#E Facebook tH A IR FAGRTE ?

BCCS 18

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.


https://www.facebook.com/help/236898969688346
https://www.facebook.com/help/215496745135618
https://www.facebook.com/help/2335165983413024

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.



https://youtu.be/fGC7_1-xmA8

BALE

e #3cTImM

o

BCCS

3elim
f IrAEEhims

> 0

0:41/ 5:41°

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.

20


https://youtu.be/LGLea5J_mAM

RAEAEEIELELINESRTE

e EREBARNBRMEE !

FAFAZhAE X

Letter Sealing
| Letter Sealing
PMAMNEDR N RERe

BB X

ShEpREmRAER
1 L LT
. 5 5%

ke
e

e BT e

4 P Pp| o) 005/314

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.

21


https://youtu.be/3s5S15H55UA

- IR

+ 10 2#E{S%8 : https://10minutemail.net/?lang=zh-tw
 Alt Mail : https://tempmail.altmails.com
« Temp Mail : https.//temp-mail.org/

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.

22


https://10minutemail.net/?lang=zh-tw
https://tempmail.altmails.com/
https://temp-mail.org/

« BEH—EIRAE

- EARBDRIUERR - RE
/E A

HER email

IE)

EEES-E

o

HERINET - 5

BCCS

HEZK

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.

S (=850 |

7 A

B AEZE

15 L REE

: SRR E BB D B EAN
AR5 T (e.q. I ~ B2kk...) - —REREE RS 7 2R 1L

FREEREE -

23



1TENEE : E&E/JLER

BCCS 24

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.



etliie

1E: /'\ﬁ %ﬁﬁlb\ ) L -L F/BSFHEE HD

“irs

N E}&‘m}&

& & &

J ] ! ? Rl 7 ] ‘ s

=
2
v

EEIMEET

EATEEEAEETE

D

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.


https://youtu.be/Y582_10uutk

IV -Q\'

1 —l—
J [T ==\

N T7en

" T/BS{HME HD

®)
«\% B8

140008.8/201)

@R REAEN Goen

MIEE D e
oxI'APp M !”. —"

s HRee AR

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.

26


https://youtu.be/ABLi9YjAguY

BT 1 3RS

< SREEN
fERTTENSZ (3
-y 101284 462

9230A 1FIHEA
\—.“ " 2020% 2021%| 20204128

=E o
- N e
P Pl ) 0197604 @ ™ 0 (3 O

L

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.

27


https://youtu.be/RXQdZoKEhpQ

N T AEAT SRR AN R
) o 8¢ Lo}

|‘ﬂi N QYR 0enASE | = Ak hm i BS

/f
e |
LJd

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.



https://youtu.be/SjgDUr2T_x4

A BUE IS O SRES

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.



https://youtu.be/shm8JgEl1II

ﬁg‘f‘m?&f—"'

PEMITTRFEM |
REMRES A
" RARMERREE |
EABRARIEE

ELiid Bﬁﬁ%@%fﬁi@é SxRHEZNZAE

< > Pl ) 0057204 e [« O
BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.

30


https://youtu.be/uTAgDoLVFhk

| 2020RIEABERES | | 2021 FHIBEABRRES |

940 868

283 275 242 300
208

3581324,

3857 e i g%

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.




s 10FLEERDE AR RIS

HEEE 9240%% Lsf'ﬁATM”B?
R . 868
Wz KZRE4D . 5004%
iR Es% - 358F
£AZE 3247 momiznas

A WARNING

MARIKREZEBSERGFERERR - B2 "1REATM,
TIMEEHRAR . & TIRIFABIRTT , KRR "SR,
FRTEEEEER ) FRE - FIBE—EIFR!

s BNEEFT 165 EEER B4R B ER!
sy

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.



BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.



. Y,/

ano
nesEns 1652 KRB '
M National Police Agency,Ministry of the Inte'rior

165 REFRFAAN TR

EERE | O BERS

BEMBER NERMENERRSIET
B UEBERINNRZS EXEERRABRRE-

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.


https://165.npa.gov.tw/#/

2022-04-07 14:18

ERBRZIRIMER (FFE1110406)

FEEEEE - MEREAGRIT T RRERITI0c RS
i o

* iR BESMER 1100101-1231X
* iR BESMER 1090101-1231X

8%

O

SARE S

2022-04-13 08:31

165/ sEEREA S /AFp111/4/4-111/4/ 102 T @R, ..

* 1G5 IR AR111/3/28-111/4/ AR MW S Bk RiE..
* 165 EA R R AR 11132111132 TE A S E e ..

fFES

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.

2022-04-1111:27
EI BT RER R E B RER TR S M.

ABMARAETE - FRNEREFREEREE MEkdn
ERASRE ZRENERASH SRS HEMBRSESTEE
HRiFEEEREERER A SIRIEEER..

* S ETHACTER G R B e B S B R D O RRGERR
* SEEITHTREE RS AR S R E D I REER

EES

<

FaRR BHFE

2022-04-13 08:07

1115045048 E111504H10H

SFERAEHEE (SRt A | 1115F454RF1115478108) 1
+886228642753 HEMERR ...

+ 1115035288 F1115045038
+ 1115038218 F111503827TH

EES



IEER iR RAS
iE=EfridayfiBt) RHFBE

Ak = = #BHfLadens
FEHmELEE

FACEBOOK

oo‘
oﬂiﬂlo __E

FB - LINE - IGRARS HERERAER B
R REHE - BN RHUB=HZNZ2EM
HETEEBY - TE - REHRES -

» LIERA S REZ KR IEME
SRTTELATMEZFR £5 55 5%

R+ FIREPRERE - BORS
=8 -

3R https://165.npa.gov.tw/article/risk/303

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.




BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.



"+ Yahoo! - 2013/08 + SE/EF S 30 (& ¥Rk -%%7:7!
Yahoo B9 30 18 A, mﬂz%ﬁ?l\/ﬁ%?

» eBay -2014/05 - _%;m 112 4500 EX R FEES-EL &5
2 {8 eBay HEEERZRIMT

» Uber-2017/11 - %ﬁ_?;‘” 5700 &= AP MEEH-Uber ZF KL
ﬁ&&l\/ﬁ% 5700 EESER  BZX2ESH 10 BETERENEE

£ - 2020/05 - #48 2000 B S EFE SN HiRELE-E 1 2 T

B5E N EREARE ? THEEZE | FEHER  SHER
B ff

BCCS 38

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.



https://www.ithome.com.tw/news/117253
https://www.ithome.com.tw/voice/87997
https://www.ithome.com.tw/news/118482
https://www.ithome.com.tw/news/137955

o Uik A L

} | o) 013/244

BCCS

9 M & D

g Martajudy5659@outl...
g auroranatasha8s8@ho...

g Vkjpdv@outiook.com

B8 2 BF SR
eaOm= © (= O

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.

39


https://youtu.be/5SiikmLOih0

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.



https://youtu.be/ivNlqtIZOv8

N

PN -
/ ‘

ERFAURIR BT TER 14ARE
pe. 5 p| =S 0:020 6P FEE o & & ] "

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.

BCC



https://youtu.be/8XhOJVydlsE

g | -Hihp

WA YouTUDE GArapePIny W s %

£ 25' 31" gurwep

| P -+ -

0:07/2:09

S S

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.



https://youtu.be/9WCHdYiqGjA

P> Pl o) 00471200

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.

BE 2

=

<2t

43


https://youtu.be/0pCd8kmNMV8

JEEZER TN FIRR S 3= M2

-~ i »

=mm—— e e B R L S N

| o) 004/108

BCCS 4

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.



- UK
TikTok &&= (R

> Pl ) 002/209
BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.

EIE T

IR B ¢NO S 2 & MY

N ot o

>

-

o
5 Bg|
| it
o
¥ g

1

il
L "

L

el =

45


https://youtu.be/it_3GUOaPho

CEN Lk
B

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.

FA ¥

Rt BEA LT AW 258 BRRDE S P s E BBATE
H oKnREFEDMEE L EFFHRL c P p e EFLf
Feair A ERFA LD o B 8§ LT chdm > dmi:
Eeginineng > R ey ey T4 5 g o
Lgde kg e F ke | o

46



W B T

CER S X

FEong o4 PR F R et | r.,%j‘fu‘%;iJ AR TR AR T o &
f-’ﬁ Kj&«/\ ,?:I‘H"I/\?J %‘g s B 8 ’ ?\ 2

FE e

4 RF
5L OMEEE R AR AR A

G ik f“:}d-%’f
1.5H43 @4&"’ PalP ikt
2% g '—hl‘%

BCCS a7

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.



.

FAFE

2EAEE TFARF RF AR, mE fdpd o - bR R R R AR ER BT 2
M T AE RS TR Rl A %%fﬁwﬂi#PW%?+’Tﬁ

P dF
e oREEnpkhi bt s P o@ER s HREPIPMETR

llivscﬁ_ ,‘,L
& A s
Aﬁﬁﬁﬁ%
B.4 S pF Al
CHITLT 4T sx

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.




L7 HAERR T BB SR hd %o i
BREETH R OFB BTN 2

WA AR RS - T
InviwEnl] =
. 1 E B & | | e
.'?] o (&7 10281199
. L (BB s
% l%f’ P2 e S (mogE)  ATMARNENES
(#3T)

ERERARNRBRR IR 00N
¥ A BAERAIERRREGRE
EFIREEEARHEEETRE  BRERALEH
H (mz;{ﬁﬂzoss‘zo%m BRI

%

AR RIS ABMRA R
SSRE SR AT « AEREE « BN

2 ii- g LEENETRANEE

FORFER20E R B ALE R 0 AdRA0% T2 b AN 24T A o
il )

1.i% &
2.7 %% B e e o
BCCS 49

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.



»33

4i‘ll .
TR by aeniie | - LaE
—,—‘;"_:lz‘aj\ E\H?;Feﬁl":—\l,’&l?;?w%fr‘r,%
o3| -

NS

217

-

» 4 BB A TR S B

FRENFRAT A
ERAL & 8

7"?5’_5‘}‘ PR "i‘@ll?’?%{mbﬁi—?"‘%%, }%’?\

=8

#ogjﬂ’ﬁ i

AR

¢

B4 FR R R AP e

Gk Sk Wi

ligt7 i ;p““f%f%;; Foosit b DHARF R A
2.0 A TR o~ AT~ I Bt P -

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.

-
5/ I

‘-_wtmmu ;s.
S5 i B
T
AN [
A ninnnlly
5 b .i i
“_m“\f’h«l‘ﬁ ik
’Fn mmmnu T h

| o

_lmék

Lo ] AR e
Lt > XA
S E oA

| t

J 0863 1 | |
_| oo |
“Eoszis -
0951 -Jl'
:97-

amfl

50



FL R

OO {=FMOLR 130 daipon > BE = AT 13 424 HRfgs X8 (USB) T 454 -
?ﬂﬁ&ié%?ﬂ%%ﬂ’%ﬁ@fﬁT%%%%@@ixﬁiﬁﬁﬁq;$%ﬁ?’
®i7 R T#%;L;}E_}t{%\;j};}g FR 22 BAFTHZARE - EF 172 %4515 2. 1% L0g 3R 2
kP2 F 1290 R TAR T PrAurTd 3008 & Féf o

F2RF

1LAZ 2 2% FTH &2 % 5812 B

2.AFHR IR YUSBB-FlE 2B p EAR

‘-r\
&

« Sy

A
b G gy
J 4 |4 ]

Moo~ oy
=4 Eak
-‘t p
A T
‘é
= =h
Sh,
R
m‘
)
N
™Y
R
S5
Y.

kS
=

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.

51



A5

7 = I 2 v AN
& 1 ?\#i?%ﬁ’l—b/mi’%b]‘;?_@
==
-

lieFA Az H P I-H BIESR 7

222 2 4B G (FHITAL 0 WAL

BCCS

Copyright © 2014 Business Continuity Computing System Inc. All Rights Reserved.

w!

B

2OME S dREE A AT

ERET
T

EEEARE
BT

LN

b BARRL TERRES

121241 ARAM TERX. FERTE

52






